StateRAMP Standard Contract Language



Purpose: This language fulfills the requirement of third-party risk management policy and provides guidance to contractors for fulfillment and maintenance of requirements throughout the life of the contract.

1. TERMS AND CONDITIONS (recommended for use in all contracts)

All products and services that manage, have access to or the ability to impact protected data, as identified by Government must adhere to Government Third-Party Risk Management Policy XXXX.

2. SPECIAL TERMS AND CONDITIONS (recommended for use in contracts which are specifically identified as those that will or may impact government data)


Risk Management 

All products and services that manage, have access to or the ability to impact protected data, as identified by Government must meet the following requirements:

StateRAMP Authorization. Products with StateRAMP Authorization status must maintain StateRAMP Authorization status for the duration of the contract. Government must be granted visibility and access through StateRAMP for continuous monitoring as requested.

StateRAMP Ready. Products with StateRAMP Ready status must maintain StateRAMP Ready status until StateRAMP Authorization status is achieved. StateRAMP Authorization status must be achieved not later than 18 months after execution of this contract. Government must be granted visibility and access through StateRAMP for continuous monitoring as requested.

[bookmark: _Int_pYeYcVKW]StateRAMP Security Snapshot. Products with StateRAMP Security Snapshot must maintain a valid StateRAMP Security Snapshot and provide monthly progress reporting to StateRAMP until StateRAMP Ready or StateRAMP Authorization status is obtained. StateRAMP Ready status must be obtained not later than 12 months after execution of this contract and StateRAMP Authorization status must be obtained not later than 18 months after execution of this contract. Subsequent Security Snapshots should reflect progress toward increased security controls and StateRAMP status. Government must be granted visibility and access through StateRAMP for progress reviews as requested.

Liquidated Damages
If contractor fails to maintain or achieve security requirements as listed in Risk Management, liquidated damages may be assessed in the amount of $XXX for each day that the contractor is not in compliance with the security requirements as set forth in this document.  
