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Background

• Throughout 2023, StateRAMP’s Standards & Technical Committee held several work 
sessions and meetings to update StateRAMP’s security requirements from NIST 800-53 
Rev. 4 to NIST 800-53 Rev. 5.  
• Updated Baselines for Authorized adopted - June 2023

• Updated Ready Requirements adopted - November 2023

• Updated StateRAMP Security Snapshot criteria & scoring updated - November 2023

• Templates published - December 2023

• Transition Notes:
• January 1: New StateRAMP Security Snapshot effective

• October 1: Beginning Oct. 1, all new and annual audits conducted for StateRAMP 
Ready, Authorized, Provisional must comply with Rev. 5
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Last year, the StateRAMP Standards & Technical Committee reviewed and updated all 
StateRAMP security requirements and policies to transition from NIST 800-53 Rev. 4 
to the most recent publication, NIST 800-53 Rev. 5 that has updated control families 
and improved guidance for cloud security best practices.

The updated Security Snapshot is in effect, as of January 1, 2024

All new security packages for Ready/Authorized submitted on October 1 onward will 
need to comply with the new Rev. 5 requirements.

All annual audits submitted for Ready/Authorized submitted on October 1 onward 
will need to comply with the new Rev. 5 requirements.

Those wishing to move to Rev. 5 can do so before October 1. October 1 will be the 
date when Rev. 5 will be required for new packages / audits submitted for review.

Until October 1, the PMO will be accepting packages based on Rev. 4 requirements 
during this transition period.
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StateRAMP Security Snapshot

Start with Snapshot

The new criteria and weighted scoring based on MITRE 
ATT&CK’s framework now ensures the Security Snapshot 
criteria emphasizes best practices that have the greatest 
impact on improved security defense. 

The Progressing Snapshot Program allows for monthly 
consultative calls and quarterly updated scores.

If you wish to speak to a StateRAMP Team Member about the 
Snapshot, please email info@stateramp.org. 

Learn more at: www.stateramp.org/providers/snapshot/
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StateRAMP’s security program starts with the Snapshot.  The Snapshot Criteria and 
Scoring has been updated, and we are very excited about the novel approach which 
ties in the MITRE Attack Framework and now ensure the snapshot criteria 
emphasizes the best practices that have the greatest impact on improved security 
defenses.
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2024 Updates: StateRAMP Security Snapshot
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Criteria includes 40 highest scoring 
MITRE ATT&CK threat controls from 
StateRAMP’s Minimum Mandates 
for Ready – Mod (Rev. 5)

Out of 100%, scoring weighted by 
risk score assigned by the MITRE 
ATT&CK Framework

• New criteria & scoring, effective January 1, 2024

• For those in the Progressing Snapshot Program, PMO will transition to new Snapshot at no further cost

• For those with a Single Snapshot in past 12 months, upon request the PMO will update score (using prior 
artifacts provided) at no further cost

• Security Snapshot Test Case Criteria and Artifact Guidance is available at: https://stateramp.org/rev-5-
templates-and-resources/

The StateRAMP Security Snapshot criteria and scoring has had two important updates 
that are in effect as of Jan. 1.
1) The criteria is updated to include the 40 highest scoring MITRE ATT&CK threat 

controls from the requirements for StateRAMP Ready – Mod Impact. 
2) The scoring has changed from 60 points to a percentage out of 100, weighted by 

risk score assigned by the MITRE Attack Framework. The higher the weighting, the 
higher the threat score importance.

New criteria & scoring, effective January 1, 2024
For those in Progressing Snapshot Program, PMO will transition to new Snapshot at 
no further cost
For those with a Single Snapshot in past 12 months, PMO will update score (using 
prior artifacts provided) at no further cost

View the new Snapshot Criteria and Scoring available at: https://stateramp.org/rev-5-
templates-and-resources/
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Baseline Requirement Updates

Ready, Authorized & Provisional 
• StateRAMP Ready Requirements:

• Ready Minimum Mandatory Requirements - Low (Rev. 5)
• Ready Minimum Mandatory Requirements - Mod/High (Rev. 5)

• Baseline Controls by Impact Level for Authorization:
• StateRAMP Authorized – Low Impact (Rev. 5)
• StateRAMP Authorized – Moderate Impact  (Rev. 5)
• StateRAMP Authorized – High Impact (FedRAMP Rev. 5)

• Provisional Status assigned if interconnected technologies not yet StateRAMP or 
FedRAMP

• Authorization Boundary Guidance Policy
• StateRAMP Snapshot required for the interconnected subprocessor

• Must comply with Rev. 5 by October 1, 2024. 
• Until deadline, PMO will accept Rev. 4 packages and annual assessments.

https://stateramp.org/rev-5-templates-and-resources/
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The baseline security control requirements were updated for all of StateRAMP’s
Security Statuses: Ready and Authorized. 

The following documents were updated, including:
- Ready Requirements for both Low and Moderate/High Impact Levels
- Baseline Controls for Authorization for Low and Moderate Impact levels. (Note: we 
recognize FedRAMP’s High Impact Level)

Provisional is a status that was updated in 2023 as well.  
A Provisional Status may be assigned if a package is submitted for Authorization, but 
interconnected technologies are not StateRAMP or FedRAMP Authorized. 
As Supply Chain risks grow, ensuring interconnected technologies meet minimum 
requirements is important.

All of these baseline controls can be found on the website. 
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Key Differences between StateRAMP's Rev. 4 & Rev. 5 
Baseline Controls for Authorization

Summary

Control Count Rev. 5Control Count Rev. 4StateRAMP Baseline

153117Low

319325Moderate
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• Rev. 5 Deselects the Privacy Controls Family and Adds the Supply Chain Risk Management (SCRM) Family
• Rev. 5 Baseline Configuration Standard is Based on DISA STIGs

Here you can see the differences highlighted from Rev. 4 requirements to Rev. 5.
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Key Differences between FedRAMP & StateRAMP Rev. 5 
Baseline Controls for Authorization

• StateRAMP Low
• Deselected 3 controls required by FedRAMP Low
• Modified parameters for 2 controls

• StateRAMP Moderate 
• Deselected 4 controls required by FedRAMP Moderate 
• Modified parameters for 5 controls

• Deselected Controls
• PIV (FIPS 201 Smartcard) interoperability 
• FIPS 140-2 Validated Encryption (CMVP)
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Although StateRAMP does not require PIV cards, we still require phishing resistant 
multi-factor authentication.

StateRAMP does not require cryptographic modules to be validated under the NIST 
Cryptographic Module Validation Program (CMVP), however we do require the 
algorithms to be modern.
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Resources
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https://stateramp.org/rev-5-templates-and-resources/

The policies and templates are published on the StateRAMP Website.
When you click on Resources tab, you will see two options – one for Rev. 5 and one 
for Rev. 4
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Resources
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https://stateramp.org/rev-5-templates-and-resources/ 

On Rev. 5 Page, you will see the StateRAMP Standards and links to each policy that 
are approved by the StateRAMP Standards & Technical Committee and adopted by 
the StateRAMP Board of Directors.
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Resources
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Note: Products enrolled in the Progressing Snapshot Program are listed on the Progressing Product List. 

https://stateramp.org/rev-5-templates-and-resources/

As you scroll down the page, you will see information about the StateRAMP Security 
Snapshot
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Resources
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Following the conclusion of the 3PAO audit for Ready or Authorized, the provider and 3PAO must assemble a final 
package and submit the package for security review to the StateRAMP PMO.

• Assessors must provide a package that includes:
• Assessor Matrix

*Incorporated into the new Assessor Matrix is the StateRAMP Readiness Assessment Review (RAR), StateRAMP Security 
Assessment Review (SAR), test case procedures, risk exposure template, and system overview.

• Security Assessment Plan

• Service Providers must provide a security package that includes:
• Operational Controls Matrix (OCM)

*Formerly known as the System Security Plan
• Continuous Monitoring Matrix

*Now combined with the Plan of Action & Milestones

*Products that achieve a StateRAMP Ready, Authorized, or Provisional status are listed on the StateRAMP Authorized Product List.

*Those in process (engaged a 3PAO for audit) can be listed on the StateRAMP Progressing Product List. 

*Fast Track available for products that have completed a FedRAMP audit (RAR or SAR).

https://stateramp.org/rev-5-templates-and-resources/

And, a description of what should be submitted for those seeking a StateRAMP Ready 
or Authorized Status.

There are a few changes to note in these templates:
1) For the Assessors:
- *Assessor Matrix - Incorporated into the new Assessor Matrix is the StateRAMP 
Readiness Assessment Review (RAR), StateRAMP Security Assessment Review (SAR), 
test case procedures, risk exposure template, and system overview.

2) For the Service Providers:
- *Operational Controls Matrix -- Formerly known as the System Security Plan
- *Continuous Monitoring Matrix -- Now combined with a Plan of Action & 
Milestones

The Fast Track process is still in place for products that have completed a FedRAMP 
audit (RAR or SAR). Please note – they do not need to wait until receiving a FedRAMP 
Status to submit for the Fast Track.  If they have completed a RAR or SAR, they can 
start with StateRAMP.
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Resources
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https://stateramp.org/rev-5-templates-and-resources/

Further down on the Resources page, you will find the Templates packages.  In the 
past, each individual document was a separate download  link – for Rev. 5, we have 
published these templates as zipped folders for ease of download.
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Resources
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Package Folder Example

When you download a folder, we recommend opening the document titled START 
HERE first as it will describe the package folder contents for you.
If you have questions, as always reach out to info@stateramp.org or attend our 
regularly scheduled Office Hours. Visit https://stateramp.org/events for the schedule
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Resources
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Controls Matrix Example

https://stateramp.org/rev-5-templates-and-resources/

The last document to bring to your attention is the updated Controls Matrix.
The dashboard tab currently shown is built to allow for ease of tracking of progress 
with information all contained in one (easier to use) workbook.  As you complete 
items, those reds turn to green.
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StateRAMP Office Hours

• StateRAMP Blog
• https://stateramp.org/blog/

• Monthly StateRAMP Member Newsletter
• https://stateramp.org/newsletter-signup/

Other resources
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StateRAMP 
Newsletter Sign Up

Two additional resources available to help you keep up to date on all things 
StateRAMP are the StateRAMP Blog and the StateRAMP Member Newsletter 
presented monthly by the Leah McGrath, the Executive Director of StateRAMP.      You 
can sign up now using the QR code on your screen.

16



Questions & Answers
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• https://stateramp.org/office-hours-questions/
• Submit questions before the last Wednesday of the month 

to be included in the next Office Hours session. 

• Any submissions received after this deadline may be 
addressed in the subsequent meeting to allow our team 
sufficient time for thorough preparation.

• Next Office Hours – February 7, 2024

How to Submit Questions for Next Office Hours
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Thank You

Info@stateramp.org
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As we put these templates and documents to work, we do anticipate updates.  For 
the most part, if you’ve already begun your work – don’t worry about updating to 
new forms. We will let you know in office hours, emails and on the website if there 
are any updates to any forms that are required for you to use.

With our remaining time, we are happy to answer any questions you have.
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