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1. Introductions

2. Fast Track for FedRAMP <-> GovRAMP
3. CMMC Opportunity for Harmonization

4. Next Steps: GovRAMP Symposium on March 9th & More

Note: Due to the number of participants, please use the chat feature to post comments and questions.
We will be recording the meeting and make it available to participants following the call.



Updates & Discussion

Latest Happenings with FedRAMP

GovRAMP



FedRAMP Request for Comments (RFC)

(HTTPS://WWW.FEDRAMP.GOV/RFCS/)

Request for Comment On Description Effective
Tentative
Outlines a new cost reporting requirement for FedRAMP recognized independent
. assessors (aka Third-Party Assessment Organizations/3PAOs) and cloud service 1 AMETon
0019 Reporting Assessment Costs providers, how this data will be managed, and related corrective actions for those who 2-12 March 25
fail to supply it as required.
FedRAMP Authorization Proposes changes to directly tackle the confusion between “FedRAMP authorization”
0020 ] } and an agency “authorization to operate” to align with terminology and usage in statute, | 2-19 March 18
Designations OMB policy, and NIST materials.
0021 Expanding the FedRAMP Proposes expanding the FedRAMP Marketplace to better serve the entire FedRAMP 2-19 May —
Marketplace community. August
roposes a temporary high speed path to Fe authorization for cloud services wit
) P high d path to FedRAMP authorization for cloud i ith
0022 Leveraging External existing security assessments from external security frameworks so that federal agencies 2.6 Does not
—== Frameworks and providers can test and pilot these services prior to investing in a full FedRAMP say
authorization path.
. _ Proposes a time-limited opportunity for cloud service providers who have already
0023 Rev5 Program Certifications completed significant progress towards a FedRAMP Rev5 Certification but are struggling 126 Does not
_—== (No Sponsor Required) to find an agency sponsor due to budgetary constraints with agency information security say
programs.
FedRAMP Rev5 Machine- Proposes modifications t_o the FedRAMP Rev5 process for_current-and future Rev5-based Ap ril 15 —
0024 assessments and authorizations to ensure that cloud service providers produce 3-11
Readable Packages machine-readable authorization data that can be ingested by agency tools. Sept 30
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RFC 20: Propose New FedRAMP Terminology

Historical FedRAMP Closest GovRAMP
Rev5 Categorization Status

Certified Levels Description

There is a minimum amount of information in the FedRAMP Certification
Certified Level 1 package that is adequate for use in a negligible or low risk non-sensitive Li-SaaS Core
authorization decision in most cases.
There is a small amount of information in the FedRAMP Certification
Certified Level 2 package that is adequate for use in a low impact authorization decision Low
in most cases.
There is a typical amount of information in the FedRAMP Certification
Certified Level 3 package that is adequate for use in a moderate impact authorization Moderate Authorized — Moderate
decision in most cases.
There is a typical amount of information in the FedRAMP Certification .
package that is adequate for use in a moderate impact authorization Authorized — Moderate
decision in almost every case. This level also means that the cloud N/A or Authorized
service provider has implemented all Rev5 Balance Improvement Moderate with CJIS
Releases and met nearly all recommendations from FedRAMP with no

. ; Overlay
corrective action for the past year.
There is a significant amount of information in the FedRAMP
Certified Level 5 Certification package that is adequate for use in a high impact High Authorized — High
authorization decision in many cases.
There is a significant amount of information in the FedRAMP
Certification package that is adequate for use in a high impact
authorization decision in almost every case. This level also means that . .
the cloud service provider has implemented all Rev5 Balance N/A Authorized - ngh
Improvement Releases and met nearly all recommendations from
FedRAMP with no corrective action for the past year.

Ready or Authorized —
Low

Certified Level 4

Certified Level 6




GovRAMP Security Program

Authorized or
Provisionally

y

Ready Status Authorized
Ready Assessment Status
Core Status of 80 NIST Controls Security
by 3PAO, Monthly Assessment of
: Assessment of 60 ConMon + Annual 300+ NIST Controls
Progressing NIST/MITRE Assessment + by 3PAO, Monthly
Snapshot Controls by PMO, Documentation ConMon + Annual
Quarterly ConMon Assessment +
Snapshot Cyber NIST/MITRE + Documentation Documentation
Score of 40
Cyber NIST/MITRE C
Scafe 6F40 on.trols + Monthly \ )
Controls Advisory +
Quarterly Snapshot Y
\ Updates )
Y Audit by 3PAO,
with PMO Validation & ConMon

Assessment & Validation Conducted by PMO



RFC 20 & GovRAMP Security Program

FedRAMP Certified Levels
Levels 2 -6

(Low, Mod, High)

Level2 4

Authorized or
Provisionally

Level 1 ‘

Ready Status Authorized

Ready Assessment Status
Core Status of 80 NIST Controls Security

by 3PAO, Monthly Assessment of
Assessment of 60 ConMon + Annual 300+ NIST Controls
NIST/MITRE Assessment + by 3PAO, Monthly
Controls by PMO, Documentation ConMon + Annual
Quarterly ConMon Assessment +
+ Documentation Documentation

Audit by 3PAO, with PMO Validation & ConMon



RFC 21: Changes to the Marketplace

Summary

Clarifies that CSPs can only choose 20x or Rev 5 for their product authorization

Cloud service providers will be able to list a cloud service offering while Preparing to obtain a
FedRAMP Certification or Validation.

All cloud service providers will be required to share general product pricing information.

Advisory companies that provide FedRAMP-related advisory and consulting services will be
able to be listed as such by sharing some information including pricing structure.

FedRAMP will strive to meet time targets (FedRAMP SLOs) for certain activities that map to
GSA’s FY26 Strategic Plan.



RFC 22: GovRAMP Listed as Approved

Framework

This RFC proposes a temporary high speed path to FedRAMP authorization for cloud services with existing
security assessments from external security frameworks so that federal agencies and providers can test and
pilot these services prior to investing in a full FedRAMP authorization path.

This authorization, part of the FedRAMP 20x path and designated as FedRAMP Validated Level 1, allows
providers that meet certain criteria to receive a FedRAMP Validated authorization by meeting only a small
portion of 20x Low requirements - without additional independent verification and validation from a
FedRAMP recognized independent assessor.

...Providers will be allowed to maintain the FedRAMP Validated Level 1 status for up to 1 year from the first
agency reuse of this FedRAMP authorization.

« All requirements from RFC 21 apply

* Providers MUST have their cloud service offering listed in the FedRAMP Marketplace in the
Preparation state for FedRAMP 20x. (see RFX 20)

e 3 strikerule

* Low Impact / low risk only



RFC 22: Requirements

GovRAMP will assist with the following requirements:

v" Mapping to KSls

v" Make the full materials from the leveraged existing commercial security assessment available to all
necessary parties

v" MAY have their FeFdRAMP Validated Level 1 authorization package independently verified and validated by
a FedRAMP recognized independent assessor prior to submission to FedRAMP; this is NOT required

Other Requirements:
e MUST obtain a FedRAMP 20x Validation within 12 months of their FedRAMP Validated Level 1 cloud
service offering

 TBD FedRAMP Formal Procedure for Application (likely attestation)

* Agencies must notify FedRAMP of ATO



RFCs 22: GovRAMP Comments

GovRAMP Recommends:

* Allow Rev 5 path in addition to 20x
e Accept GovRAMP Core and GovRAMP Ready

e Recommend faster path for higher FedRAMP certs where applicable (i.e. GR
Authorized — Moderate Impact = Level 3)

 SOC 2 Type Il should not be an acceptable framework

Reach out if you plan to leverage GR for this pilot + post your comments at:

https.//github.com/FedRAMP/community/discussions/categories/open-rfcs



https://github.com/FedRAMP/community/discussions/categories/open-rfcs
https://github.com/FedRAMP/community/discussions/categories/open-rfcs
https://github.com/FedRAMP/community/discussions/categories/open-rfcs

RFCs 23 - 24: Rev 5 Updates

 RFC 23: Ready Gone + Limited Time Sponsor-Free Option

* Phases out Ready July 28, 2026

* Sponsor less Authorization from FedRAMP Open for Limited Time (thru 12/16) - GRC Prioritization + Levels 1-4
only (no High Impact Level)

e RFC 24: Requires machine-readable submissions (only applies to Rev. 5)

* September 30, 2026: Requirements for adopting machine-readable authorization packages take effect; failure to
meet these requirements on the applicable timelines will result in public notification. (Note: This is not a universal
deadline as some requirements have additional delays built in, such as “the next annual assessment after
September 30, 2026”)

* September 30, 2027: Grace period for adopting machine-readable authorization packages expires and any non-
compliant service loses FedRAMP Certification.



GovRAMP Recommendations for

Continued Modernization

1. Align with NIST

2. Rely on evidence-based studies to inform KSI priorities (aka MITRE ATT&CK)
3. Ease burden on agencies with ConMon (Leverage GR ConMon)

4. Remember SMBs

5. Rapid process for higher FEdRAMP certs where equivalency is appropriate



CMMC Opportunity

» Exciting work in Defense
» NIST 800-171 maps well to NIST 800-53

» Equivalency language has been challenging -- ? Do POA&M’s on items out of
scope for CMMC matter?

» How do we leverage GovRAMP Authorizations for CMMC and vice versa®?

Want to join a breakout session on this topic?
leah@govramp.org



GovRAMP Difference

» Ongoing Risk Management

» Centralized PMO

» Shared Services for Government Agencies and Providers for ConMon
» ConMon Escalation

» Continued Commitment to Metric-Driven Security

Thank you for helping us innovate!



REGISTER TODAY SAVE THE DATE

GovRAMP Symposium 3rd Annual GovRAMP
WaSh|ngt0n D.C. Cyber Summit

With Presenting Sponsor Carahsoft

March 9, 2026
Ronald Reagan Building

Washington D.C. November 15-17, 2026
Henry B. Gonzalez Convention Center
Cyber Harmonization as a San Antonio, Texas

National Security Strategy

Details to Come



https://govramp.org/2026-symposium/
https://govramp.org/2026-cyber-summit/

Thank you!

It is an honor to serve you.

For questions, please email info@govramp.org.

GovRAMP
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